PROCESS MODEL NARRATIVE
PAKISTAN Secured Transactions Registry Technology
The following narrative description is complementary to the Business Rules Matrix.  The narrative will address the requirements that must be included in the application software for the Secured Transactions Registry to be developed by the SECP under Secured Transactions Act for 2016 and the underlying Rules and Regulations.  
A.  Access and Payment for Registry Services

(1) General
There will be three types of users of the registry’s web-based registration system.  The first is the regular user who has established an account with the registry to which fees for registration of financing statements and requests for certified search reports may be charged.  This type of user will be known as a client.  The most common examples of clients are banks, finance companies, leasing companies and other providers of financing secured by business assets. The second type of user is a registry administrator, who will: (a) facilitate creating of client accounts; (b) provide help desk support to users of the registry; and (c) perform administrative and fiscal functions for the registry. An administrator will log in using the Client Log-in screen, but will then go to the registry administrator functions based on the user name and user group. The third type of user is any person who uses the registry website to search the records of the registry to find and view financing statements..  This type of user, referred to as a search user, is required pay to search for and view financing statements.. In each case, the person who interacts with the web-based registry system will be deemed the user.
Users will to gain access to the registry website through a browser, and will interact with the registry’s web server. The database will be protected by a firewall in order to ensure the data are secure from hacking.  The web server and database may be located on the same machine, separate machines or located on a cloud.
Whenever a client logs in to the website, the web session will be tracked by a unique numeric identifier, known as the web session ID, to facilitate accrual of fees if necessary and to assist the user to later identify transactions that were done during the session. The user must log-in before conducting transactions. The system computes the fee for each transaction as it is done from a table of fees in the system.  
The initial values for the fees will be filled when the registry software is installed.  The table will be maintainable by an authorized registry administrator so that fees may be changed as required.

(2) Client Account
Clients will have accounts where their transactions will be processed and recorded. An entity or individual that will register financing statements or request certified searches may apply to open a client account on the registry website.  The applicant must provide identifying and contact information about the client, and must also include the user name of the initial client security administrator who will be responsible for security of the account, updating information about the client in the client account record, and for adding, deleting and changing status of the account’s users.
The application will go into a Pending queue for the registry administrator’s review, and the system will alert the administrator that there is an application pending.  If the applicant is not the same person or entity who has a client account that has been suspended or closed for non-payment, and if the application is properly completed, the registry administrator will approve the new client account, causing the status of the account to be changed from Pending to Active.
The registry software will assign a unique account number to each new account by which the client’s users will identify the client when logging in to register financing statements or to request certified search reports.  The system will add to the client account number a two-digit check sum that is computed from the digits in the number.  The first check digit is the last digit of the simple sum of the digits of the registration number generated from the number wheel.  The second check digit is the last digit of the weighted sum of the digits using a 1 2 1 2 1 2… weighting factor for the digits.  The purpose of the check sum is to validate the account number when it is entered in connection with payments made into the account by bank receipt or inter-bank transfer.

Each account will have one or more individual users who may register financing statements or request certified search reports using the account.  Any individual user may change his or her password on-line.
When a client user logs in to the registry website, the user must enter his or her individual user name and password.  The registry software will validate the client account status, user name and password before permitting the user to register financing statements or take any other action.  If the user name or password is invalid, or if the account status is Suspended or Closed, the system will generate an appropriate error message, and the user will not be permitted to proceed.
At the end of each web session, the transactions in the session will accrue to the client account detail in the client account record, identified by the web session ID and the individual user name of the client user who conducted the session.
The registry will periodically generate statements to clients on a schedule determined by the registry.  A statement will be generated to the client account record, where authorized client users may view or download the statement.  An e-mail notice will be generated to each client notifying it that the statement has been posted.  The statement will include:  (a) the statement date; (b) client account number; (c) opening and ending balances; (d) for each web session, its session ID, user name, date, each transaction’s type, registration number or certified search number, its fee, and the web session fee total; and (e) for each payment, its date, amount and receipt number.  An authorized client user may also at any time view current account detail and prior statements in the client account record.  .
Payments options and modalities will be agreed during Joint Application Development (JAD).  There may be various methods subject to consideration. For instance, the client may make a credit or debit card payment by going to the client account record and selecting the credit card payment option.  The payment, in this case, will be credited to the client account by the system.  Another way may be to arrange an inter-bank transfer payment to the registry’s account at the registry’s bank, including the client account number in the transaction.  The bank in this case will send a daily file, in a format to be agreed on during implementation, to the registry, which will then upload the information to the registry system to update the client accounts. Other options and methods may be considered during JAD, that the system should support.
(3) Registry Administrator
Registry administrators include the Registrar and one or more administrators.  Each authorized registry administrator will have a user name and password, and will log-in through the Client Log-in screen.  After the administrator logs in, he or she will have access to the registry administrator functions to which his or her user group has access. Those functions include changing client account status, processing refunds of unused bank receipts and closed client account balances (if the corresponding payment option is imbedded), tracking Registry performance and financial processes with reports, maintaining values in the system, and using queries for internal purposes and to assist users of the registry services.  Registry administrators will utilize reports and queries in their financial functions.
(4) Search user
Any person may use the registry website to search the database for a financing statement by its registration number, for financing statement that identify an entity/ by identification number. Such users are required to pay search fees using similar approach for payment as described above under Client user. The type of account for a search user is to be determined during JAD and depends on the policy choices. Such account may include simplified registration where account search user provides basic data and receives profile automatically without going to the Registry admin cue.  
B.  Financing Statement Registration
(1) General
To enter data for a financing statement, the user selects the Financing Statement (which may pertain to a new or prior security interest) link from the Client Home screen. Legislation does not prescribe any particular duration of the financing statement so all statements will have no duration/lapse period.  
(2) Entity’s Information
For the purposes of the ST Act for 2016 entity refers to a debtor and collateral provider unless context indicate otherwise. A financing statement may include one or more entities, each of which will be entered into an entity record.  After the first entity is entered, subsequent entity may be entered until all entities have been added.

For each entity, the user will first select the type of entity.  The types of entities that can be entered are referenced in the ST Act for 2016 and the Secured Transactions Rules. Once the type of entity is selected, the user will enter the identifying information that pertains to that type of entity.  For a Pakistani national or resident foreigner, the entity’s national number must be entered, and the entity’s surname and other names must be entered in separate fields for each component of the name.  For a non-resident foreigner, the entity’s passport number must be entered, as well as the country that issued the passport and its date of expiry; the entity’s surname and other names may be entered in separate fields.  For each kind of entity, the entity’s address including at least the city and country must be entered. Above is subject to change based on the decisions made during Joint Application Development (JAD) phase. 
(3) Secured Party Information
A financing statement must include one or more secured parties, each of which will be entered into a secured party record.  After the first secured party is entered, subsequent secured parties may be entered until all have been added.  There is no distinction among kinds of secured parties.  The secured party name must be entered in one field, and the address including at least the building number and street, e-mail address, contact telephone numbers,  city and country must be entered.

 (4) Assets
A financing statement must include a description of the assets subject to the security right. The description may be entered in an unformatted narrative field with unlimited length and/or in case of the vehicle in the designated field for description of VIN. The content of the narrative description is not searchable, however, searches can be performed by the VIN in case of titled vehicles that are entered into a separate description field. If the user is a client and if there is no description entered in either field, the registry software will reject the statement. 
(5) Other Information that will appear in the statement
According to the ST Law and ST Rules, a financing statement will need to contain additional information related to maximum amount of obligation (to be collected in a separate tab); type of security interest (selected through a drop down list), security agreement that can (upon parties’ discretion) be uploaded along with the financing statement and indication if a security interest pertains to a floating charge and if such charge contains prohibition on subsequent use of the asset as security. Additionally, the Law requires that the financing statement can be registered only after the security agreement is entered into, hence the system will contain the feature requiring secured creditor to confirm that the financing statement pertains to a security agreement validly executed. 
(6) Non-public statistical information

Client users must also submit certain items of statistical information that will be used by the registry only for internal statistical purposes.  This information will not be public and will be de-linked from the financing statement when it is submitted and accepted by the system. The statistical information (coupled with other data elements entered during registration of financing statement such as maximum amount of obligation, type of security interest, etc.)  will be used to generate periodic reports for the registry on composite numbers for the category per period, which period is selected by the registry administrator who runs the reports.  The types of statistical information that will be collected by the registry are as follow:
(a) Size of the entity.  If there are multiple entities in the statement, the user will enter the information for the principal entity.  The size will be selected from a dropdown, the values of which will be specified during the Joint Application Development (JAD) phase after the vendor is contracted.  They will include such values as:  “Consumer,” “No more than X employees,” “More than X, but no more than Y employees” and “More than Y employees.”  Values are maintainable.
(b) Gender composition of the entity.  Categories will be confirmed during the JAD phase, but will include values such as:  “Less than 50% female ownership,” “Equal male and female ownership,” and “More than 50% female ownership.”  Categories are maintainable.
(c) Whether the entity is a new or existing (repeat) client of the secured party.

(d) Sector or sectors in which the entity does business. Selection will be from a list of check boxes, of which any number may be marked.  List is maintainable.

(e) Type or types of movable property used as collateral. Selection will be from a list of check boxes, of which any number may be marked.  List is maintainable.
(6) Review by user and save to database
After all the data have been entered, the complete record will be displayed for review by the user.  If the user finds an element includes an error, it can be corrected before saving the statement to the database.  If the user finds that all data are correct, the user will accept the record, and the system will save it to the database.  The statement will be effective and available to be reported on search reports immediately upon being saved.
(7) Generation of registration number and acknowledgment 
The system will generate a registration number for the financing statement from a number wheel.  For an initial financing statement, the system will add to the registration number a two-digit check sum that is computed from the digits in the number.  The first check digit is the last digit of the simple sum of the digits of the number generated from the number wheel.  The second check digit is the last digit of the weighted sum of the digits using a 1 2 1 2 1 2… weighting factor for the digits.  The purpose of the check sum is to internally validate the initial financing statement registration number when it is entered later by the user in the course of registering a modification statement related to the financing statement.  The check sum ensures against errors in transposition of digits or substitution of incorrect digits in the registration number, so registry software can immediately validate the number to ensure that it is the correct number for the initial financing statement to which the change relates.

After the payment is processed and accepted and the statement is saved, the complete record will be re-displayed for the user with the registration number, date and time of registration, and an indication that it has been registered.  The user may then print the record as its confirmation of registration.
C.  Modification and Termination Statement Registration
(1) General Modification
There are several types of statements that may be registered to change something in the record of a financing statement.  Those include an modification statement and termination statement (cancellation of effectiveness of the statement as to one or more of the secured parties on the statement). 
When the user selects a modification statement type, he or she must enter the registration number of the financing statement to which the modification statement relates. The system will validate the financing statement registration number by computing the check sum and, if the number is valid, will determine if the statement is effective. If the computation determines that the registration number is invalid or if the statement is no longer effective, the system will generate an error message, and the user may not proceed with registration.  The system will also compare the access code entered by the user with the access code related to the financing statement to ensure that the user is authorized to enter an modification or termination. If the registration number is correct, the access number is correct (if applicable) and the statement is effective, the user may proceed to the screen for the type of change that was selected.  When the modification statement has been entered and the user saves the modification statement, the system will capture the date and time of registration, and will generate a registration number for the modification statement from a number wheel.  There will be no check sum generated for a modification statement registration number, since it is not used to identify the record for the purpose of registering future modification statements. The system will then display the record of the modification statement so the user may print it as confirmation of registration.
A modification statement changes at least one element in the statement which may affect the effectiveness of the statement.  The modification statement will include all current information as if it were an initial financing statement; that is, all fields of the statement will be filled with current information, including the amended elements and those that are unchanged.  System edits will ensure that the modification statement includes at least one entity identifier, one secured party name and entry of at least one type of asset descriptor. System edits will also prompt the user if there is no address for the entity or secured party.  The user must identify at least one secured party who authorizes the amendment.
After the amendment statement has been entered, the complete record will be displayed for review by the user.  If the user finds an error, it can be corrected before saving and committing the statement to the database.  If the user finds that all data are correct, the modification statement will be accepted and saved to the database.
(2) Termination Statement
A termination statement is registered to terminate the effectiveness of the financing statement as to the authorizing secured party or parties.  It does not operate to delete the record of the statement from the database nor does it operate to change any data in the statement, however it renders it unavailable for search.  The user must identify at least one secured party who authorizes the termination.

Since the user does not enter data, there is no need to review the termination statement, and it will be saved to the database when the user saves it, however the user will have to enter the date when the obligation was fully discharged for this date to appear in the termination statement along with the effective date of termination which is assigned automatically by the system at the moment the system accepts the registration of termination statement 
D.  Search and Certified Search report Processing

(1) Input of search information
A user may search for information on statements in the database by using the web interface to search by the name (identifier) of the entity or by the registration number of the financing statement. Search by serial number of asset (vehicle) should also be made available. A search user will be required to log in to conduct a search and pay the prescribed fees. A client may conduct searches while logged in for a web session.
A client user or a search user who is logged in may elect in the search interface to request a certified search report of information found by a search.  When requested by a client, the system will charge the fee for the certified report to the account, and the transaction will accrue to its account statement.  
The user must specify the search criterion to be used, that is the registration number of a financing statement or entities’ identifier (with various groups and subgroups of entities as defined in the ST Rules) or vehicle serial number. The user must then enter the criterion in the appropriate field.  If the user elects to search by entity, the user must then select the kind of entity on which to search in accordance with the name of entity and their identifiers stipulated in the ST Rules.
(2) Search Logic
The system will search using only one search criterion per search.  If the search criterion is the registration number of the financing statement, the user will enter the registration number in the designated field, and the system will return the record for the statement, if it exists in the database, to include the financing statement and all modification statements.  If the search is by entity, the user will select the type of entity and enter the entity’s identifier.  The system will search all entities identified in active statements for exact matches and will return all matching records.
 (3) Output to User
The system will generate a report that includes the complete financing statement and all subsequent modification statements for each active financing statement for which the search criterion matches an entry on the financing statement or any subsequent modification statement. The report will be arranged in registration number sequence of the financing statements, and each statement will be followed by its related modification statement.  For each financing statement and modification statement in the report, the information will include:  the registration number, date and time of the financing statement; the identification number, name and address of each entity; the name and address of each secured party; the description of the assets; and other information stipulated in the ST Law and the ST Rules.  For each modification statement, the name or names of the authorizing party or parties will also be included.  The report will also include the date and time of the search and the search criterion that was entered to generate the report, so the user may print the report and rely on it as a reflection of the state of the record.  If a certified search report has not been requested, the output from the search will not be saved in the database, though the system will count searches for statistical reporting purposes.
If a certified search report has been requested, the system will generate a printable report that includes a certified search number, certification language and the facsimile signature and seal of the Registrar.  The facsimile signature may be updated by an authorized registry administrator when the Registrar changes.  A full record of all certified search reports will be retained in the system.  If the certified search report is ever challenged, a registry administrator may retrieve the record of the search report by using the query tool, and it may be reprinted and authenticated by the Registrar as necessary.
E.  Registry Administration

(1) Fiscal

Registry administrators will be responsible for the fiscal management of the registry.  The tasks will include, among others, the functions in the following paragraphs.
Payment of fees will be made as per various options to be determined during JAD. 
 (2) Administrative edit

Registry administrators may edit client account status (e.g. from “Active” to “Closed” and vise versa) and information other than passwords and account detail.  The system will retain a record of each edit, to include the value of the field before the edit, the user name of the person who entered the original value, the value after the edit, the user name of the person who edited the field, and the date and time of the edit.
(3) Maintenance

Registry administrators will be responsible for several kinds of maintenance.  The different maintenance responsibilities are discussed in the following paragraphs.

The physical maintenance of the technology system, to include insuring that hardware and software components remain operational and accessible to users at all times, will be provided by [data center].  System performance must be monitored and tuned as necessary to ensure that the system meets user expectations for response times.  The data center will ensure that the database is backed up on a regular basis and that back-ups are retained in a secure location separate from the principal location, as described below in the section on Security.  The registry will monitor the performance of the data center, and will promptly bring system performance problems to the attention of the data center operator.
The technology system will include a number of different types of maintainable values that a registry administrator will be able to maintain without programming.  Those include among others:  the table of fees; the number of failed log-in attempts required to disable a user name; date of statement generation; facsimile signature of Registrar; and on-line Help table.

Finally, the registry administrator will be responsible for user support and web page content.  This will include a help desk and maintenance of a Frequently Asked Questions (FAQ) page and other configurable language in pages on the website.  The registry will coordinate with the ISP, data center or a technology support firm, as necessary, to implement changes on the website.

(4) System Security 
The database must be secured against outside intrusion by a firewall.  All access from the internet must be only through the web servers.  The data center will have primary responsibility for maintenance and monitoring of the major security components.  The registry will provide oversight of the data center to ensure that it provides security support.  Registry desk-top computers and all servers must be protected by anti-virus software that is updated regularly.

The data center will back up the database every day and store the back-up in a secure off-site facility to ensure against disaster at the site where the database is maintained.
The extent of any user’s access to the system will be controlled by the user rights permitted to the user group to which the user belongs.  Users will be assigned to user groups based on their relationships to the registry.  User rights will determine specific functions that may be performed by a user group.  The Registrar will designate him/herself or another administrator as the security administrator for the system, and may designate one or more alternates.  User rights are assigned by the Registrar or the security administrator to whom the Registrar has delegated that authority.  There will be three general categories of user groups, consisting of  client and search users; and registry administrators. Within the registry administrator category, there may be as many user groups as defined by the Registrar or other registry security administrator.
The registry software will automatically disable (lock) an account user’s or Registry administrator’s user name after a specified number of unsuccessful attempts to log-in.  The number of attempts will be maintainable by the registry security administrator.  The user name may be re-set by the appropriate security administrator, or the security administrator may add a new user name to replace the disabled one.

CAPTCHA may be incorporated to limit the risks of unauthorized search attempts.

(5) Statistical Reporting

To facilitate management and monitoring of registry operations, the registry software will produce statistical reports.  In addition to the pre-set reports described below, additional reports that are found to be needed by the registry may be set up with the help of IT support.
The registry management will need to know the volume of business to be able to direct resources and project future needs.  Most important is the number of financing statements being registered in the registry.  The information may also be used in reporting revenue by source.  The following report addresses this need.
	Financing Statement Registration Volume

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	 

	Outputs

	Financing Statement
	Initial
	Modification
	
	Termination
	
	Total

	By clients
	 
	 
	 
	 
	 
	 

	Total:  
	 
	 
	 
	 
	 
	 


It is necessary to know the volume trends for certified search reports.  The subtotal of certified search requests for which a fee is paid may be used in reporting revenue by source.  The following report provides that information.
	Certified Search Report Volume

	Scheduling:
	On demand

	 
	 

	Inputs:
	Start and End dates of period

	 
	 

	Outputs
	 

	Number of requests from clients:
	 

	Subtotal requests with fee = 
	

	Total =   
	 


It may be useful to know the volume of searches on the website, excluding searches for which a certified search report is requested.  The registry software will track the number of searches, though not the identity of the users, in the following report.
	Web Search Volume

	Scheduling:
	On demand

	Input:
	Start and End dates of period

	Output:
	Number of searches


The registry administrator should check new client account applications to ensure a new client account is not opened by a company or individual that has previously had an account that was suspended or closed.  To facilitate checking of new accounts, the following report may be run by the registry administrator.

	Closed/Suspended Client Accounts

	Scheduling:  On demand

	Inputs:  Start and end dates of new account period

	

	Outputs:

	Closed/Suspended Client Accounts 

	Status
	Account #
	Client name
	Address
	Contact person

	.  .  .  .
	.  .  .  .
	.  .  .  .
	.  .  .  .
	.  .  .  .


The registry administrator may run statistical reports on the non-public information that client users submit with their statements.  While the number of categories and their values used in these reports will be provided or clarified during the JAD phase, the general format of the reports will be as follow.

	Value of Secured Obligation

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	

	 Outputs:

	Secured Obligations – Values

	Value category
	Number of Secured Obligations in Category
	Cumulative Value

	< or = X AED
	 
	 

	> X AED, < or = Y AED
	
	

	> Y AED
	
	

	Total:  
	 
	 


	Size of Entity 

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	

	Outputs:

	Entity

	Size category
	Number of Entities in Category

	Consumer
	 

	Enterprise with < or = X employees
	

	Enterprise with > X, < or = Y employees
	

	Enterprise with > Y employees
	

	Total:  
	 


	Gender Composition of Entity 

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	 

	Outputs:

	Entities

	Composition of ownership of entity
	Number of Entities in Category

	< 50% female ownership
	 

	Male and female ownership is equal
	

	> 50% female ownership
	

	Total:  
	 


	Entity a New or Existing Client

	Scheduling:
	On demand

	
	

	Input:
	Start and End dates of period

	
	

	Output:

	Entity in Statements of Secured Transaction

	Number of New
	Number of Existing

	[  ]
	[  ]

	


	Financing Statements by Sector

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	

	Outputs:

	Financing Statements

	Number of statements registered in period = [ ]

	Sector
	Number of statements indicating sector
	% of number of statements registered in period

	. . . .
	. . . .
	. . . .

	


	Financing Statements by Collateral

	Scheduling
	On demand

	 

	Inputs

	Dates:
	Start and End of period

	

	Outputs:

	Financing Statements

	Number of statements registered in period = [ ]

	Collateral Type
	Number of statements indicating collateral type
	% of number of statements registered in period

	. . . .
	. . . .
	. . . .

	


 (6) Registry administrator queries

The registry software will permit the registry administrator to query the database by different data elements.  The available queries include the following, though others may be added:
	Name of Query
	Query Criteria
	Content of List if >1 hit
	Display of hit or selection

	Search (standard search described in business rules)
	Registration number of the statement; entity identifier.
	No list
	All matching statement records are displayed.

	Find client account
	Account name*; account number; account status.
	Account number; account name.
	Account record.

	Find statement
	Date; date range; secured party name*; client account number.
	Registration number; secured party name(s).
	Statement record.

	Find web session
	Web session ID; date, date range; user name; client account number; last 4 digits of card #; registration or certified search report number.
	Web session ID; user name if web session of a client user, session date
	Client account number; session date; list of statements & certified search reports; may select from list to display record.

	Find certified search report
	Certified search report number; entity identifier; date, date range.
	Certified search report number; entity identifier; date.
	Certified search report

	Find credit/debit card payment
	Last 4 digits of card number; date; date range
	Date, last 4 digits of card number
	Last 4 digits of card number; date; client account number if on client account;  card type; approval number

	Find inter-bank transfer
	Date; date range; client account number
	Transfer number; client account number
	Date, amount, transfer number, client account number


* For query by account, secured party or payor name, query results should be more inclusive than for standard search logic.  Query logic may be word/part word or other inclusive logic.
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